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Onelogin Users Applications Devices Authentication Activity Security Settings Developers Modules A ’ TR
Select a Directory Type
Active Directory @ Google Workspace
== Google Wor

Install Onelogin's Active Directory
Connector, which synchronizes users in
real-time and enables authentication
against AD. All communication is done
over outbound SSL and does not require
firewall changes

LDAP via SSL

Authenticate users against any LDAP
server using LDAP or LDAP/SSL
Synchronize users from LDAP into
OnelLogin.

Users are periodically synchronized
during the day and users are
authenticated against Google Workspace
using their Google password

LDAP via Connector

Install OneLogin's LDAP Connector, which
synchronizes users in near real-time and
enables authentication against LDAP. All
communication is done over outbound

Novell

SSL and does not require firewall
changes
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Skip Wizard >>

Active Directory Setup
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Completion Percentage

Connect Active Directory

A. Name Directory

o Connect Directory

@ Import Users ‘ i) e.g. Employee Active Directory
|

Active Directory / onelogin-d

B. Download and Run the Application

& Download AD Connector Version 6.1.5

C. Enter this token during installation

91dd09ff1cc021f6069a7734abe100d986 IRy

1 Waiting for Active Directory to Connect
This may take up to 5 minutes
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Active Directory Setup Cancel -

Completion Percentage 7% A = kip Wi >
Connect Active Directory i

A. Name Directory

o Connect Directory
Active Directory / OnelLogin

@ Import Users ‘ i) e.g. Employee Active Directory

B. Download and Run the Application

& Download AD Connector Version 6.1.5

C. Enter this token during installation

91dd09ff1cc021f6069a7734abe100d986 IRy

[ Waiting for Active Directory to Connect
This may take up to 5 minutes
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Active Directory Setup Cancel -

Completion Percentage 7% . 2 kip Wi >>
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A. Name Directory

o Connect Directory
Active Directory / onelogin.l

@ Import Users ‘ i) e.g. Employee Active Directory

B. Download and Run the Application

& Download AD Connector Version 6.1.5

C. Enter this token during installation

91dd09ff1cc021f6069a7734abe100d986 § IRy

1 Waiting for Active Directory to Connect
This may take up to 5 minutes .
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2. [Next] 22V v I ULEYT

¥ Onelogin Active Directory Connector Setup

Welcome to the OnelLogin Active
Directory Connector Setup Wizard

The Setup Wizard wil install Onelogin Active Directory
Connector on your computer. Click Next to continue or
Cancel to exit the Setup Wizard.

3. 71V ARNEHEZL L. accept the terms in the License Agreement OF = v 7 Rw &
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b | Onelogin Active Directory Connector Setup =

End-User License Agreement
Please read the following license agreement carefully

Common Public License Version 1.0

THE ACCOMPANYING PROGRAM IS PROVIDED UNDER THE TERMS OF
THIS COMMON PUBLIC LICENSE ("AGREEMENT"). ANY USE,

REPRODUCTION OR DISTRIBUTION OF THE PROGRAM CONSTITUTES
RECIPIENT'S ACCEPTANCE OF THIS AGREEMENT.

1. DEFINITIONS

"Contribution" means:

.ucmthnmmwmz

4. [Next] Z27Uvw o ULET

b | Onelogin Active Directory Connector Setup —

End-User License Agreement
Please read the following license agreement carefully

Common Public License Version 1.0

THE ACCOMPANYING PROGRAM IS PROVIDED UNDER THE TERMS OF
THIS COMMON PUBLIC LICENSE ("AGREEMENT"). ANY USE,

REPRODUCTION OR DISTRIBUTION OF THE PROGRAM CONSTITUTES
RECIPIENT'S ACCEPTANCE OF THIS AGREEMENT.

1. DEFINITIONS

"Contribution" means:

(831 accept the terms in the License Agreement

5. Installation Token(Z1. OneLoginlc 7« L & b U EEREZEINT 5 FE7caE—Ufc h—
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b ]

Connector Token
Enter the installation token provided by OneLogin

Installaton TOktﬂ:l9 1dd09ff 1cc021f6069a7734abe 100d9862d5208

The 40-character token is displayed on the Active Directory Setup page in OnelLogin.

6. [Next] Z22Uvw o ULET

b
Connector Token
Enter the installation token provided by OneLogn

Installation Token: f91dd°9ff1cc02 1f606927734abe 100d9862d5208

The 40-character token is displayed on the Active Directory Setup page in Onelogin.
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Create OneLogin OnelLogin ADC7 17 > Nz BEITHIBIER L., D7 HO VKT
Service Account OnelLogin ADCZ %179 %

Run service as BEDOF7 o> ~%EIEE L TOneLogin ADCEXE{TT % *1

B—DRXAYPDOAYN=Y—\—TIFR KAy hO—
Z—lcDHA VA N=ILT BIHAE. LocalSystem?Z H UV N T
Onelogin ADC%Z X179 %
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Run service as
LocalSystem

" Onelogin Active Directory Connector Setup - X
Service Log On Credentials
Provide the Windows service account that wil run the service

© Create Onelogin Service Account (recommended)

O  Run service as:

Account: |

Password: |

(O Run service as LocalSystem
(Not compatible with multi-domain environment) . ,2 vos
v




8. Set Password [CHIRIEKT 21— —D/XAT—RZAHDULET

" Onelogin Active Directory Connector Setup = X

Service Log On Credentials
Provide the Windows service account that will run the service

© Create Onelogin Service Account (recommended)
SetPassword: Beesssssssess

() Run service as:

Account: |

Password: [

(O Run service as LocalSystem
(Not compatible with multi-domain environment)

9. [Create] Z7 Vw7 ULET

"M Onelogin Active Directory Connector Setup = X

Service Log On Credentials
Provide the Windows service account that will run the service

© Create Onelogin Service Account (recommended)
SetPassword: [eessssssssee| l Create I

() Run service as:

Account: |

Password: [

(O Run service as LocalSystem
(Not compatible with multi-domain environment)

10. Account has been created successfully! E&XkREIhd 2 &x2MERL. [OK] 20Uy oL
£9



b

Service Log On Credentials
Provide the Windows service account that will run the service

© Create One Onelogin Service Account
i sate

‘0‘ Account has been created successtully!
O Runservice

Accoun

o

Passwa

(O Run service as LocalSystem
(Not compatible with multi-domain environment)

11. [Next] 22Uy I ULEYT

" Onelogin Active Directory Connector Setup = X

Service Log On Credentials
Provide the Windows service account that will run the service

© Create Onelogin Service Account (recommended)
SetPassword: [eesssssssese

() Run service as:

Account: |

Password: |

O  Run service as LocalSystem
(Not compatible with multi-domain environment)
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" Onelogin Active Directory Connector Setup = X

Select Port for Windows Domain Authentication
Provide the port that will be used by OneLogin Windows Domain Authentication

Port 8080 is recommended in most situations. Port 443 is required if you are configuring
Windows Domain Authentication to load-balance between multiple Active Directory
Connectors.

13. [Next] 27Uy I ULEYT

" Onelogin Active Directory Connector Setup = X

Select Port for Windows Domain Authentication
Provide the port that will be used by OneLogin Windows Domain Authentication

Port Number(1-65535): 3080

Sl S

Port 8080 is recommended in most situations. Port 443 is required if you are configuring
Windows Domain Authentication to load-balance between multiple Active Directory
Connectors.
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" Onelogin Active Directory Connector Setup = X

Select Shard
Select the database shard location that hosts your OnelLogin account

Ous

: : . X (O EU (Confirm this shard location with your OneLogin representative)

vere
- T

15. [Installl 722 YVvy 2o L. 41 YA N=)LZRHKBULET

" Onelogin Active Directory Connector Setup = X

Ready to install OneLogin Active Directory Connector

Ciick Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Sl SR
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Warning

Directory synchronization of gealeled mg unaccounted users will be disabled. Check the log for more information.The
follomwi 4 1o 1 4

dsacls “CN=Deleted Objects.(Your_Domain_DN_Here>” /takeownersh
dsacls “CN=Deleted Objects.<Your Domain DN Here>” /G <G\eL0(nA000(Your Domain>GR

for the domain(s) below:

onelogin-dev.com

17. [OK] Z2 Vv ULET

Warning

Directory synchronization of g:leled anxL! unaccounted users will be disabled. Check the log for more information.The
follomwi 5 1o 1 4

dsacls “CN=Deleted Objects.(Your_Domain_DN_Here>” /takeowner:
dsacls “CN=Deleted Objects.<Your_Domain_DN_Here>" /G <CheLo¢nA000(Yw Domain>GR

for the domain(s) below:

onelogin-dev.com
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Q. Windows PowerShel |
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Windows PowerShell

| &y

Windows PowerShell

77

E¥ Windows PowerShell ISE

EN Windows PowerShell (x86) 2 m<

B} Windows PowerShell ISE (x86) > BRELLTRGTD

¥ ISEERBELLTRGTTD

Windows PowerShell D Active %
“~ Directory €2a—JL : B Windows PowerShell ISE

BRA Ty IZDENCHB>TVELLE

OZAERYICELED

19. dsacls "CN=Deleted Objects,<Your_Domain_DN_Here>" /takeownership

MD<Your_Domain_DN_Here>DEn % KA Vi#RG ICBEERITETUET
) Active Directory K X1 > ' onelogin-dev.localDiH& &, TieZETULET

dsacls "CN=Deleted Objects,DC=onelogin-dev,DC=local"” /takeownership

* NX A 2 BRIE DIEFETTE I N X1 2B E KX 1 2l E DR e SR IES 0

2 EME: Windows PowerShell X + v

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Users\Administrator>|dsacls /takeownershi
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21.

2 WAE: Windows PowerShell

PERMISSONS
LIST CONTENTS

READ PROPERTY
LIST OBJECT

] S-1-5-21-682715697-12U2708367-3267903243-1105
SBL70 A

27912

READ PERMISSONS
LIST CONTENTS
READ PROPERTY
LIST OBJECT

3] BUILTIN\Administrators BRLETIOVR
LIST CONTENTS
READ PROPERTY

a] NT AUTHORITY\SYSTEM FRETIVR
DELETE
READ PERMISSONS
WRITE PERMISSIONS
CHANGE OWNERSHIP
CREATE CHILD
DELETE CHILD
LIST CONTENTS
WRITE SELF
WRITE PROPERTY
READ PROPERTY

dsacls "CN=Deleted Objects, <Your_Domain_DN_Here>" /G OneLoginADC@<Your_Domain>:Gl

MD<Your_Domain_DN_Here>%Z R XA VAl [C. <Your_Domain>Z RXA VR ICESHE
ATERITUET
) Active Directory K X1 > onelogin-dev.localDi5& (&, TEEERITUEYT

dsacls "CN=Deleted Objects, DC=onelogin-dev, DC=local" /G OneLoginADC@onelogin-de

* NX 1B, NX128FI& DR EIENX 17 >58E KX 1 2358 DERE SSEL /2
=4



2 EME: Windows PowerShell
79z k&, % 5771 Rl & #KL B

~1-5-21-682715697-12U42708367-32679032U3~-1164
BWHER7 A
READ PERMISSONS
LIST CONTENTS
READ PROPERTY
LIST OBJECT

$-1-5-21-682715697~ 2708367-3267963243-1165

¥ 279t
READ PERMISSONS
LIST CONTENTS
READ PROPERTY
LIST OBJECT
BUILTIN\Administrators LS AU
LIST CONTENTS
READ PROPERTY
NT AUTHORITY\SYSTEM % A
DELETE
READ PERMISSONS
WRITE PERMISSIONS
CHANGE OWNERSHIP
CREATE CHILD
DELETE CHILD
LIST CONTENTS
WRITE SELF
WRITE PROPERTY
READ PROPERTY

IV F @

PS C:\Users\Administrato: /G OnelLoginADC@onelogin-dev.local:GR

\

22. [@ARIC, AV RRBEBICBTULRLUE ERRENBDIEZERLULET

2 EME: Windows PowerShell X + v

READ PROPERTY
LIST OBJECT
S$-1-5-21-682715697-12U2708367-32679632U3-1105
B A
PERMISSONS
CONTENTS
PROPERTY
OBJECT
2 2
PERMISSONS
CONTENTS
PROPERTY
OBJECT
' /I
CONTENTS
PROPERTY
NT AUTHORITY\SYSTEM /A
DELETE
READ PERMISSONS
WRITE PERMISSIONS
CHANGE OWNERSHIP
CREATE CHILD
DELETE CHILD
LIST CONTENTS
WRITE SELF
WRITE PROPERTY
READ PROPERTY

ONELOGIN-DEV\OneloginADC

BUILTIN\Administrators

) F I h f
PS C:\Users\Administrator>




23. [Finish] 27Uy 7 UET

" Onelogin Active Directory Connector Setup = X

Completed the Onelogin Active Directory
Connector Setup Wizard

Cick the Finish button to exit the Setup Wizard.

Onelogin Active Directory Connectorz Windows Serveric 1 > X k=)L 3 2 F|EIFLLETT,

3. AEIROUZERET S

OneLoginM Active Directory ;E# T(d. Base OUDIETE & (A ICAEAXFROUDZIRNATEE T, A
HAXI SROUDZBIRICIFLL T D28 D HMEEATBET T,

a. AN ROUAN D21 —F—ZE#HT %
b. AN ROURNDEHNRIIL—TFICFAEY 221 —F—%ZEHT 3

BE. a. AEANKROURDEI—H—ZEHY 2HEHLVTIH. T XA MNERKP, EflcLD
OnelLoginD &EMZ 1 Y A zi@BE L T L X SHER EFb. AEANKROUNDRIEAN R IL—F
LIRS 221——ZEHI 2 ZEEI BT —RHTVET,

a. A ROUADE1I—Y—%ZRHEAT S

1.1. OneLoginlc 7« L & b U BIERTEZ BT 5 THRE LT\ - Directory zH =, BHT 2
OUDZERDEENZE TS EZ2ERULET
*CES5DEEICBE LG NVGEIRIN—2F U O0—RNIB3ZE TBETZIEENTTNWET



One|og n Users  Applications hentication  Activity Security Settings Developers Modules A ’ TEH

Active Directory Setup Finish

Completion Percentage  90%

Import Users

Go through your active directory and select the organizational units (ou) that you would like to import as users into
@ Connect Directory Onelogin.

(+] DC=onelogin-dev,DC=com
° Import Users

2.0UNNY Y —ETRREIND . FHONRET Z0UEBIRLET
f5) Users

Onelogln Users hentication  Activity Security Settings Developers Modules A " wEH
Active Directory Setup Finish

Completion Percentage  90%
Import Users

Go through your active directory and select the organizational units (ou) that you would like to import as users into

OnelLogin

(-] DC=onelogin-dev,DC=com
Domain Controllers

+)
(+] Users




3. [Finish] 27Uy ULZET

onelogin Users  Applications Devices Authentication  Activity Security Settings Developers Modules A ' TEH

Active Directory Setup Finish

Completion Percentage

Import Users

Go through your active directory and select the organizational units (ou) that you would like to import as users into
@ Connect Directory Onelogin.

(-] DC=onelogin-dev,DC=com
e Import Users (+) Domain Controllers

(+] Users

4. Statush’ Connected E RSN TWSZ &% UL E I, Connected &R R TLWwhid
Active Directory& OEENTE T U 1—H— DRI B I NET
ST B3I ——HIC L > TR DD BBEN S N ET

Onelogin Users  Applications Devices Authentication Activity Security Settings Developers Modules A Q‘ wEE
Directories /
o " . More Actions ~ -

Active Directory / onelogin-dev.com
| Connector Instances Add AD Connector Instance

OU Selection

Name User Sync / Auth Version
> Status © Sync status ©
Directory Attributes (i} Priority © (i} Li]
Advanced

Reachable domains: 1
Is currently an active connector.
ADC ® Connected Vo v 6.1.5

Last updated 3 minutes ago. Next update

will be in 12 minutes.

Multiple AD Connectors can share the load of authentication requests. Add connector instance

b. AN ROVADRBMRIIN—TICFAET 21— —2=RHT 3

1.1. Oneloginlc 7« L7 k UEBEREZBINYT 5 THRE L TUWzDirectory2f=. T S
OUDZFIRDBEENEH T 5 xR UET
* CESDEEICEBELGWEEIIN—F ) O0—RN932ETBEITIEELESITNVET



One|ogin Users Applications Devices ntication Activity Security Settings Developers Modules A ’ TEH

Active Directory Setup Finish

Completion Percentage  90%
Import Users

Go through your active directory and select the organizational units (ou) that you would like to import as users into
OnelLogin.

[+] DC=onelogin-dev,DC=com

2.0UNNY Y —ETRREIND o, FHONRET Z0UEBIRLET
f5) Users

Onelogin Users  Applications  Devices ntication  Activity Security  Settings Developers  Modules A ’ WEH

Active Directory Setup Finish

Completion Percentage  90%
Import Users

Go through your active directory and select the organizational units (ou) that you would like to import as users into

OnelLogin

(-] DC=onelogin-dev,DC=com
Domain Controllers

+)
(+] Users

3. Active Directoryh’f YA h—JLanfc—/\—~EH L. UT=EBEETETULET

C:\Program Files (x86)\0OneLogin, Inc\OneLogin Active Directory Connector\ADConfig|



*RIBICL D/ RIGEGBHEENTINET

Onelogin Active Directory Cor X .

Ok

R £05Y-

i FRoMT -
4 50k #

g Feaxvr »
| B3%2d -
O -9 -
> R224 B

> EPC

> o DVD K547 (D) 5S¢

> 8 29M-2

2 EOEE

C J > - Onelogin Inc > Onelogin Active Directory Connector Onelogin Active Directory Connn = Q
© @ ® W N EAER = 8z @ e
aW 2 wHomH an g
ADConfigWizard.exe 2 ' 127KB

’ % ® @ ® 0]

[ AwssoK Core.du YURY K- ZHOXE % Mg ES

[8) Awssok.s3.all ~it

m < Enter

(W] ConnectorService.exe

=

[ ConnectorService.exe.c

ERR

B consolexe )

BEELLIRG |

[1) console.exe.conig b
[3) Interop.NetFwTypelibc ¢
[3) toganetanl @]
[8) Microsoft.identityMode

a

i)
&‘:

[3) Onelogin.Enterprise.Cc

[3) Newtonsoft.son.dil

[®) Onelogin.Enterprise.Cc £
[3) Onelogin.Enterprise.Core.dll

[3) OnelLogin.Enterprise.Global.di

(%) Onelogin.Enterprise.identityModel.dil 2025/04/22 218 TWr-3/nd
1ROWMEEAR 126K8

A9-k KEVENTS )
BRICAVIBM g
ER%-. v
203~
J0/(71 Akl

TOENATY3VERE

4. [Security Groups] Z7 Uy 7 UEXT

© Onelogin ADC Domain Configuration = X

Domainsll Security Groups

Add Security Groups

whose users you want to synchronize with Onelogin

No Security Groups

added. All users can be synchronized with Onelogin.

5. RRBICA—TF—DPAE T 2 VI —TDEME ANANBRICE DRRENTIL—TH 53
ROTIN—T&ERLET



6.

o Onelogin ADC Domain Configuration - X

Domains Security Groups

Add Security Groups whose users you want to synchronize with Onelogin

[Add] 27Uy I LET

© Onelogin ADC Domain Configuration — X

Domains Security Groups

Add Security Groups whose users you want to synchronize with Onelogin
(B3P - [CN=BF5B.CN=Users,DC=pentio-dev.DC=local]

No Security Groups added. All users can be synchronized with Onelogin.




7.

8.

[OK] 22Uy I ULET

© Onelogin ADC Domain Configuration = X

Domains Security Groups

Add Security Groups whose users you want to synchronize with Onelogin

l

I Add

[ CN=2%3F CN=Users,DC=pentio-dev,DC=local

RRSNRy TPy 7T [IBW 22Uy ULET

| Domains Security Groups

Add Security Groups whose users you want to synchronize with Onelogin

M CN

Information

These changes will not take effect untill the ADC service is
restarted.
Would you like to restart it now?




9. OnelLogin®Directorys&EICE D . [Finish] 22U v 7 ULXT

onelogin Users  Applications Devices Authentication  Activity Security Settings Developers Modules A ' TEH

Active Directory Setup Finish

Completion Percentage  90%

Import Users

Go through your active directory and select the organizational units (ou) that you would like to import as users into
@ Connect Directory Onelogin

(-] DC=onelogin-dev,DC=com
e Import Users (+) Domain Controllers

(+] Users

10. Statush® Connected E RSN TWEZ &E%#FEFULE T, Connected ERRSh Tl

Active Directory& OEENTE T U I—H— DRI B I NET
* BT DI~ —HIC L > TLRRID DD BBEN ST NFET

Onelogin Users  Applications Devices Authentication Activity Security Settings Developers Modules A " wEE
Directories /
. : . More Actions ~ -

Active Directory / onelogin-dev.com
| Connector Instances Add AD Connector Instance

OU Selection

Name User Sync / Auth Version
: Status © Sync status @
Directory Attributes o Priority © (i} [i]
Advanced

Reachable domains: 1
Is currently an active connector.
ADC @ Connected v ) v 6.1.5

Last updated 3 minutes ago. Next update

will be in 12 minutes.

Multiple AD Connectors can share the load of authentication requests. Add connector instance

FAEANROUZRET 5 FIRIFULETT,

4. HhFVY—N—ZEMTS (AT aV)

w




Z ZTlE. FREE - REDOTTRIEZE B & UTERES DActive Directoryf Y A5 >~ A DEREZBINT
D EZBRHFWNZLET,

1. [Add AD Connector Instance] 227U v o UZF T

Onelogin Users  Applications Devices Authentication  Activity Security Settings Developers Modules

Directories / -
. . . More Actions ~

Active Directory / onelogin-dev.com
| Connector Instances Add AD Connector Instance

OU Selection

Name User Sync / Auth Version
Status O Sync status ©
Directory Attributes i) Priority @ o o
Advanced

Reachable domains: 1

Is currently an active connector.
ADC @ Connected v v 6.1.5

Last updated 8 minutes ago. Next update will

be in 7 minutes.

Multiple AD Connectors can share the load of authentication requests. Add connector instance

2.Name I[C1 VR I VR EHANT 2L802 AN ULET
f5) ADC2

New active directory connector instance

User sync priority

0

3. User sync priority CEGCEEZRELET
%) 0
* RFIEH DI Connector Instances ¥ 7DFIEFICDNWT #XELS /S0



4.

New active directory connector instance

User sync priority

0

Cancel

[Save] #27)v oI LEY

New active directory connector instance

User sync priority

0

Cancel



5. ERULIcA YRARIVRE IO ULET

One'ogin Users  Applications Devices Authentication  Activity Security Settings Developers Modules

Directories /
. . . More Actions ~

Active Directory / onelogin-dev.com
| Connector Instances Add AD Connector Instance

OU Selection

Name User Sync / Auth
Status O Version © Sync status ©
Directory Attributes o Priority @ [i]
Advanced

Reachable domains: 1
Is CU"(!hlly an active connector.

ADC @ Connected vo v 6.1.5 Last updated 14 minutes ago. Next
update will be in 1 minutes.
Unknown
ADC2 @ Disconnected 0 v Connector has never reported health.
version

Note: Auto user sync failover is not enabled. You can enable it by going to "Advanced” tab.

6. Installation Token Z JE°— L. 2. OnelLogin Active Directory Connector Windows Server
ICAVARN—IT2ZSEICREZEDET

ADC2

Name Tasks

ADC2 User Synchronization

Hostname or IP (optional) ()

Authentication & Windows Domain Authentication

- @)

Installation Token

91dd09ff1cc021f6069a7734abe100d986

Download or Upgrade ADC Version 6.1.5

User sync priority ¥ Download
-—

0

More Actions
Windows Domain Authentication Redirect Url
@ Disable @ Delete

cance' -

tHhHYE )Y —N\—%EMI 2FIRIFULTY,

Connector Instances¥ 7DFRIEBHICDWT


https://support.onelogin.jp/hc/ja/articles/8052473334297
https://support.onelogin.jp/hc/ja/articles/8052473334297

ARETIE. Connector Instances? 7 DEBEHICD W TEHWVLE T,

onelogin Users Applications Devices Authentication Activity Security Settings Developers Modules

Directories /
. . A More Actions ~ -
Active Directory / onelogin-dev.com
| Connector Instances Add AD Connector Instance
OU Selection
Name User Sync / Priority Auth Version
. X Status © Sync status ©
Directory Attributes o o o o
Advanced
@ Will be updated within 15 minutes, if
ADC v v 6.1.5

Connected healthy.

Multiple AD Connectors can share the load of authentication requests. Add connector instance

[Add AD Connector instance]
Active Directory-f Y X% Y ZDEBIZEITWE T, #FMllld4. tHhY5 U —/I\—%EMNT S
(A7 3ayv) 2ERTZETN
* Name
OnelLogin B IR EH _ TActive Directoryz #5241 VA YV XZ%ZFR VKT
e Status
OneLogin ADC & OneLoginfEl D##HtikEEZFR U X J, BStatusDIRREIFLITDED T
1. Connected : OnelLogin ADC & OneLoginfE D@E M IEE (CHEIL LT UL\ BIREE
2. Disconnected : OnelLogin ADC & OneLoginfEl DBEMNKIEIL. KizlFVIRTThhTW\WB Ik
e User Sync [ Priority
@ NRRINTVNZA VRV RE, BEI-Y—RAPEBLLTVWSIEERLET
HFIE, I—F—RAPEELLTVWEA VY RY VY ANFATERL B> BEIC, D1V
GV ANBHNIBZ YD BEZBEOBEEZRLE T, BFEPAZTVWA VY RI VAT EREE

NE<EhERT

e Auth
MBERRINTWSEA VAT VA, Active DirectoryDEREEER Z BT 521 VY AY VAT
HBlEERUET

e Version

EHR L TWLWB0neLogin ADCON—Y 3 v &2RUET
¢ Sync status
I—Y—FEHICETZIAT—Y ABERERLEXT

7.
B
il
£
R

TA4LINIEEDF RNV R



T4 LI KNUEEDSSE, Advanced ¥ TATIIUT OFMRERENFIREETT,
onelogin Users  Applications Devices  Authentication  Activity  Security Settings  Developers 'y @ ERE

Directories /

: . More Actions ~
Active Directory

Connector Instances Advanced configuration

N
OU Selection Base D!

Directory Attributes

Mappings

i) Instead of managing users’ roles manually, you can define mappings that control user type, group and roles based on AD

| Advanced

security groups.

Stage users

’ i) Staging allows you to pick and choose which users from the directory are actually created as users in OneLogin. This is

useful if your directory has users that no longer belong to the organization or if you have entries miscategorized as users.

* Base DN
OneLogin ADC Version 3.xUBEIEBEIE S Nclcd SREWLIEKBEEF ST WEEA
e Mapping
BMICT B E&ET. REFDActive Directoryh SEIEE S /e T —H— (% U TH Mappingh
BEZERITLET,
T7AILN: BR
HELZ: B
e Stage users
BWICT B ET. REFDActive Directoryh SR S Nic 2 —H—DT7 I T4 R—KCE
BEOFEARNKSOSNET
T 7 A R
HESE: Y

Sync User Status from Active Directory

‘ i) Ensure that users you disable in AD or LDAP are disabled in OneLogin and deprovisioned from their apps.

Ignore computed user access control

‘ i) Attribute msDS-User-Account-Control-Computed will be ignored in determining user status based on group policy.

Enable Smart Password
‘ i) When this is enabled, users' SSO passwords will be replicated to this directory when they authenticate to OneLogin.
Enable auto-switch sync failover

Login username attribute

sAMAccountName v

i) When users sign in on your branded login page, the selected attribute is used for identification.
Note that the general login page always uses email addresses.



e Sync User Status from Active Directory
BMICT % 2 & TActive Directoryfl D 1 —H—X 7 —4% ADEEEZITWET
T 7 A R
HESZ: B
¢ Ignore computed user access control
Windows Server 2003 & (ZBEIE S Ncfz b SREWVWIEK BEFSSTVWE A
¢ Enable Smart Password
BWCTBIET T L7 NUDSI—H—D/XRT—RZEF L. REFDActive
DirectoryD 1—H'—D/NAT— K& EEZT 52 &HFALET
A DIV i35
HESE: S5
£ U < [&Smart Passwordsz B f2E W
e Enable auto-switch sync failover
BWMICT B &ET. EHDActive Directory1 Y AY VY A%ZEIFLUTWBRRIC, 754X )A
VRI VA EFEDPENGBL B BRICEB TCI— YRzt I VA VY RIVRICT
TAILA—IN—=ULFET
A DIV R i3
HZ: B
¢ Login username attribute
IV 7> TEIR U ZIEE D Onelogin® 1 —H—®DUsername& U CREEAISNE T
7 7 # )L ~: Email
#E28: SAMAccountName

Exporting Users

f Provisioning enabled. Use outbound mappings to provision changes from OneLogin to your Active Directory.

Deleted users in AD...

are suspended in OneLogin v

’ i) Account owners are not suspended or deleted.

Enforce OneLogin password expiration policies

‘ i) The OneLogin password expiration policy will be enforced instead of your directory password expiration policy.

Check users status before authenticating the user.

i) If this is checked, authentication requests aren't passed to Active Directory if a user is locked in OneLogin. Additionally, user

status in Active Directory will not be automatically synced to OneLogin when the user authenticates.

__| Do not write user status back to Active Directory

¢ Provisioning enabled. Use outbound mappings to provision changes from OnelLogin to
your Active Directory.
BR#ICTT D & T, OneLoginh 5FREF DActive DirectoryN1—H—7OE Y3 = %17
WEXY
* SHIFADHZE. REDI G E THGHVETNEEDRET SARMELBDEITD T BIIIC
FTRGEEEFEEDTO7 Ty >3 NV —EIETEALIES0


https://docs.oneidentity.com/bundle/onelogin_administration-portal/page/guides/administrationportal/smart-passwords.htm

T 7 AR
HEXE: B

Deleted users in AD...
Active Directory C1—H—ZHIBR U 72FEICOneLoginflld 7 AT > R & ED K S ICAIET D H
ERELET

are unaffected in OneLogin: 1—H'—([IZE T |c. EEEZTMT S
are suspended in OnelLogin : OneLogin® 1 —H'—% &4k
are deleted in OneLogin : OnelLogin® 1 —— & HlIBR

7 7 # )L b : are unaffected in OneLogin
HELZ: are deleted in Onelogin

Active Directory& D7« L7 b VEEICHE T2 1 ——DHIBRIEUT D3/ —> T

1. Active Directory C1—H'—ZHIR U 155
Active DirectoryD EEBEEMNS I—H—AT I 17 M EZLICHIBR L 25E
2. Security Grouph 5 A NTcIHE
b. OUNDFEDVIL—TICFIET 21— — 2RI 2DREZToBEIC. 1—H—
NEDOTIL—ThsANniEs
3. A RADOUICKE L fciGE
a. AENROUAD 21— —%[EE9 %D OU Selection ¥ 7 TF v 7 & ANTLVEW
OUNI—H—ZzBE L BE
Enforce OneLogin password expiration policies
BMICT B ET, Oneloginlc AT > 9 BERIC. /XA T — RDKREHIZE ICOneLoginflld /<
AT—RRVY—DEEINET
TI7AILN: B
HEIZ: M3
Check users status before authenticating the user.
BMICT B Z & T, Active Directory TDFREERTICOnelLoginfll D 1 —H'—X 7 —4% X =R
L. Ay 723N TWBHERIEFFRIED VT AN ZEEUVBRLKBEDEXT
T7 A B
W B
Do not write user status back to Active Directory
BMICT B2 & T, Active Directoryfl D R 7—4 X (CB810 59, OnelLoginfll DX F7—4% X%
OneLoginfl CEEIT B ENTEFXT
T7AILN:BR
HESE: Fm3)



TOFVEREE. HABR (O—RKN\S>y > - 74 )LA—/\—). Windows Domain
Authentication (& Windows F3&F) [CDWTIHIBYEE X LIFYR— NSRS W, F
Bo7O07zyvyaFIIUR—MNTREVLEATEZ CEHBLTED X,

‘_'L—'U' FHERDEE

OnelLogin ADCIZ) ZILZ A ADRBERICIIZ. T 7 A N TR EICBEIZ—FTEDO ZIFL
EBRZHERICRMREESHT L7 N 2EORBENEEETINET,
FEONRELRDZ IV —HDFERICZWEEHREF. —EO2ERBICIEAU LN >TULES T
—AMZTTVET, ZhickD, /ZTL\ODTEA\‘Dé SR 5EENFKET D AN B D I,
IhZ<Tlced. RZER > T—E02ARBZET T 2FHIC2ARBORREZ#IETITHED
STVWET,

1. Active Directoryh\ &9 2 —/\—~EH L. UTOT7 7ML 2BEEE LT, XERET
EEFEIEN

C:\Program Files (x86)\OneLogin, Inc\OnelLogin Active Directory Connector\Connecto

FRIEICL D/ RIGEBRBZEN ST NET

- X
’ Onelogin Active Directory Cor X + =)
€ ™ C J > - Onelogin Inc > Onelogin Active Directory Connector Onelogin Active DirectoryC  Q
’ ® wANS N ZAER = =7 @ w»e
| o = a
&% EEaE 1 44X
O F-h &W EREs £
ADConfigWizard.exe
Ry #v50- @y
3) AWSSOK.Core.dll
%) AWSSOK.$3.dll
FAIMT + 2hl
i [W] ConnectorService.cxe
H4990-F \
& 7970-F » ConnectorService.exe.config y ) N l
& Feaxsr # [ console.exe
N 77y * ) console.exe.config
0 -9 + (3 interop.NetFwTypeLib.di
s V) logdnet.dil
g o » login
%) Microsoft.IdentityModel.dll
System32 &
%) Newtonsoft.Json.dll
%) Onelogin.Enterprise.Connectoedll
L= [®) Onelogin.Enterprise.ConnectorService.Updater.exe
> M DVWDF3(7(D)SS¢  [3) Onelogin.Enterprise.Core.dil

o T 3) Onelogin.Enterprise.Global.dll

4] Onelogin.E Model.dll

3) Onelogin.Enterprise.Web.dll
3) ServiceStack.Common.dil

3 ServiceStack.dll

===

2. </OneLogin.Enterprise.Connector.Properties.Settings> DE#IIC. FRE LW KEER

R ZHH:MM:SS DX TREL XY
Bl) 2FRBERZ307 T 255, LTORRZEMLET

<setting name="MinSyncPollWorkerWaitTimeout" serializeAs="String">



<value>00:30:00</value>

</setting>

7] *ConnectorService.exe.config - XE4 = (u] X

Tr4UF) WKE |/RO) BTNV ALTH)
<assenblyldent ity name="logdnet” publ icKeyToken="663e0ddf Obblaa2a” culture="neutral” />
<bindingRedi rect oIdVersaom 0 0.0.0-2.0.17.0" newVersion="2.0.17.0" />
{/dependent Assenb |y>
{/assemb|yBinding>
</ runt ime>
<applicationSettings>
<Onelogin.Enterprise.Connector.Propert ies.Sett ings>
<s§ttins rame="HtteListenerlr|s™ serializeAs="Xml™>
value>
<Array0fString xmIns:xsi="http://wm.w3.0rg/2001/ XM Schema- instance” xmlns:xsd="http://ww.w3.0rs/2001/XM Schema™>
{string>http://*:8080</string>
</Array0fString>
<{value>
/setting . . N .
<setting name="UseStatusMethod2” serializeAs="String™>
<value>Trued/value>
setting 2 . .
<setting name="SuperMudri” serializeAs="String™>
<value>smux. us. onelogin. com</value>
Usetting ; ; ;
{setting name="Mudri” serializeAs="String™>
<value>ade.onelogin. com</value>
Usetting g p 5
<setting name="SuperMudseSecure” serializeAs="String™
<value>Trued/value>
setting 3 3 B
{setting name="ApiBaselr|” serializeAs="String™>
<valuedhttes://api.onelogin. cond/value>

<setting name= Mi ol [Horkerffait Timeout
<value>00:30:00</value>

serializeAs= String >

&1N.CHTerprise. OF.PTOPErt |15, IN&S.

</app| |cat ionSett ings>

{startuwo> i s 5 o

<supportedRunt ime version="v4.0" sku=".NETFramework, Version=vd4.5.1
</startue>

</configuration>

100%  Windows (CRLF) UTF-8

7AI>EEEREZI/ Vv I L. EEABRZRELET

" 7] ConnectorService.exe.config - XE% e o X
i I7AUF) WKE VRO) VRV f\:ﬂ\m

FAN) CtdeN " publ |cKeyToken 689e0ddf0bblaa2a culture="neutral” />

B T 1— 0 0.0.0-2.0.17.0" newVersion="2.0.17.0" />

B0

.Properties.Settings>
rls” serializeAs="¥nl™>

Ctrlep ;"l:tt_o:;/mw«.v&ors/ZOUI/MSchema-instance" xmlns:xsd="http://ww.w3.org/2001/ XM Schema™
string.

ITEOBRTX)
N/vdilues
{fsettingdl | . . .
{setting name="UseStatusMethod2” serializeAs="String™
<value>Trued/value>

{/setting 2 e = e
<setting name="SuperMudri” serializeAs="String™>

<value>smux.us.onelogin. com/value>

Usetting B} . .

<setting name="Mudri” serializeAs="String™
<value>adc.onelogin. com/value>

setting 5 5 5

<setting name="SuperbuxseSecure” serializeAs="String™>

<value>Trued/value>

{/setting = - - »

{setting name="ApiBaselr|” serializeAs="String™

<valuedhttes://api.onelogin. com(/value>

setting - 2 :

<setting name="MinSyncPol IHorkerfaitTimeout ™ serializeAs="String™>
<value>00:30:00</value>

{/setting>

</Onelogin.Enterprise.Connector.Propert ies.Sett ings>

{/app|icationSettings>

{startuw> = = 5 -

<supportedRunt ime version="v4.0" sku=".NETF ramework,Version=vd.5.1" />
</startup>

</contf iguration>

13815, 175 100%  Windows (CRLF)




= IV RERELTRIT

=

FYhYY-ZBEANLTCERD.

ETIIT0T5LE. &RMOANT-EFIXVE AV~

[Win] + [R] T services.msc Z#=E{TULZXT

Z28(0): servicesmscl

Y COFAVIEREJETERINGT.

5. 0—ERADBEES 7V v I LET

% 9-£2 - u] X
IR BIEA) BRV  ALTH)
e (@EDcz Hm >»enn
5 #-E2@-20) || <l 4-¢2 (@) :
Onelogin Active Directory Connector &7 - BR #e 25-t7o7088 071y
& Microsoft Passport Container 1D 7... 5 (M7-88%)  Local Service
|ﬁ & Microsoft Software Shadow... RYa... ES 5 Local System
. & Microsoft Storage Spaces S... Micr... ES o) Network Se...
@ Microsoft Store 1 YAM=)L ... Micr.. EFF EB Local System
B8 : 4 : &} Net.Tcp Port Sharing Service  net.t... =0 Local Service
Z::Ltﬂ:fg::?;;f;my integration :’.{ Netlogon 1-Y.. sk Local System
& Network Connection Broker  /{97... B (M7-8%) Local System
Q} Network Connections 29k ES ) Local System
G Network Connectivity Assist... Ul J... E8 (MU7-88%)  Local System
&) Network List Service VK. BER EB Network Se...
1 Network Setup Service Netw... EB (M7-885%) Local System ,
G Network Store Interface Ser...  Z0%.. BFF &8 Local Service :’,',’, /’v
&), Offine Files 175... =5 Local System ooz’
K O e ctive Directory ... OneloginA.. %
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5| %{ .Substring(©,19) }

8. AHADERMNERICEESNTWVWS I EZHERLET
) FEERZIDDSI0ICERL LIBE



& ERE: Windows PowerShell X + v

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.
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& FAE: Windows PowerShell X

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

| PS C:\Users\Administrator> Install-WindowsFeature RSAT-AD-Tools

PS C:\Users\Administrator> |

2.AVAN=ILAETHE., UTDOAVYY REFEITL, dsacls.exeNETTESEEZERUE

S~

ED

Get-Command dsacls.exe

2 EEE: Windows PowerShell X

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Users\Administrator> Install-WindowsFeature RSAT-A
Success Restart Needed Exit Code

Success {AD LDS R #

PS C:\Users\Administrator> Get-Command dsacls.exe

CommandType Name

dsacls.exe

Application

sers\Administrator>

Source

INDOWS\system32\dsacls.exe

AVERENELKRRENETE, A YAM—ILIFET T,
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2.FWEANY Y RZ7OY 7 KT nltest /dsgetdc: EABDUERT

Y ERA: Command Prompt X + v

Microsoft Windows [Version 10.0.26100.33296]
(c) Microsoft Corporation. All rights reserved.

C:\Users\Administratoriinltest /dsgetdc:

3. RAL VR ICERH N TWBENCHAWLCIEWTWAREBO KX VR ERDET
RAA V#EAE (FEZE UM AL VY RADODKRERDEEIC DC= 2. #NEFh%E , TEE

R DEERDET
) KX+ %D onelogin-dev.local Di55E. KX »i#iFl% (& DC=onelogin-

dev,DC=local &2 D X7

Y ERA: Command Prompt X + v

Microsoft Windows [Version 10.0.26100.33296]
(c) Microsoft Corporation. All rights reserved.

C:\Users\Administrator>nltest /dsgetdc:
DC: \\WIN-DJQGNPPSU29.onelogin-dev.com

A:\\192.0.2.1
f£cd1875f-9585-U817-80ef-fIUf91e20cUb

onelogin-dev. local
onelogin-dev. local
: Default-First-Site-Name
fault-First-Site-Name
PDC GC DS LDAP KDC TIMESERV GTIMESERV WRITABLE DNS_DC DNS_DOMAIN DNS_FOREST CLOSE_SITE FULL_SECRET WS DS

KEYLIST DS_13
Br=TL 3 3

C:\Users\Administrator>|

NS [IETEIN
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